How to Download and Install "CryptoPro CSP" 5.0 Cryptographic Security Tool

1. Go to the website https://www.cryptopro.ru/ using your account. If you do not have an
account, registration is quick and easy: fill in your information and check the box confirming you
have read the Personal Data Processing Agreement. Registration link:
https://cryptopro.ru/user/register (Fig. 1).
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Figure 1. Website user information form.

2. Download the necessary installation files.

a) After registration, log in to https://www.cryptopro.ru/ with your account and navigate to
the "Download" section (Fig. 2).
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Figure 2. Location of the "Download" section on the website page.

b) In the "Download" section, select the product "CryptoPro CSP" (Fig. 3).
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Figure 3. Download section for "CryptoPro CSP".

c) Next, you will need to review the End User License Agreement (EULA) and accept its terms
by clicking the button below (Fig. 4).

Wenonssosadue NporpaMmMHoro ofecneYeHnn permamMeHTHPYeTCR NPHESSEHHBIM HMKE
NuuexsMoHHbBIM cornawexsmenm ¢ 000 "KPANTO-NPO™:

NpoBEpKoi ero pagoTocnocoSHOCTH W YHKUMOHANEHED XaPakTEPHCTIE, 33 CKMIOHEHHEM &
WCNONES0EAHNA B CPEde CEPESPHED ONepaUMOHHEL CHLTEM, B TEYEHWE TPEX MECALEE ©
MOMEHTE Br0 YCTAHOEKW B nam=Ts ZBM.

Bt BNpase Wcnons3osats Magenue WCKNOYMTENEHD Ha patoumx CTaHUMEX, 3 MMEHHD Ha
CTALMOHAPHE (HACTONbHED) NEPCOHANLHBX KOMNBKITEPEX M NEPEHOCHLIX NEPCOHANbHLEX
KOMMBKOTEPAX (HOYTOYKZX). B TEYEHME CPOKA JSACTEMA HCEMKUWTENEHEE Npas 000
wRPWMMTO-MPC» Ha M3genue Des armweaumn Msgenua nyTém BEQDA KNOHE YCTAHOBKA
W3nenua (CepMHore HOMEPE NUUEHIWH) TONLES B CNIEAYHOLMK CIYYanx:

- NPOBEPKE 3NEKTPOHHOW NOZNWCH;

- BbIHMCTEHNE SHFHEHUS EYHELMKA XELUMPOBaHNR;

- MCNONE30EAHHA NPOTORONA TLS NpKW QHOCTOPOHHER AYyTEHTMEMHKALMM (NPOBEPKS
NOANHHHOCTH Cepeepa).

[n= Bcex wHb JEM, B TOM YMcne B cry4ae MCNonbscEaHns K3aenus e cocTaee
NpUNOHKEHNA, NPEAHAIHAYEHHBI ANA PAGOTH Ha ONEPALMOHHBIX CHCTEMAEX MOSHMBHBLX
YCTPOWCTE, A3HHOS NPAED MCNONb3CE3IHWRA W3JEMHA He NpefocTIENASTCR W TpeGyeTcA
NpHOSPETEHWE NUUEHIAA HA NPEED KCMNONL30EaHMA Mznenua.

[n= NpuoSpeTEHMA MUUEHSKK HA NPAE0 KCNCNBS0EaHNA Msnenua Bam HeobxoguMo nepedmt
Ha odHuMansHer cadt 000 «KPHMTO-NPO»: https-feryptopro. mu/ P
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Figure 4. License Agreement.

3. On the "CryptoPro CSP - File Downloads" tab, select the appropriate download link based
on your device's operating system (Fig. 5). We recommend downloading and installing the latest
revision of CryptoPro CSP.
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Figure 5. "CryptoPro CSP - File Downloads" section.

4. Install the "CryptoPro CSP" cryptographic security tool on your device.

a) Run the installer file you downloaded (Fig. 6).
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Figure 6. Launching the CryptoPro CSP installer.



b) Select the installation language from the dropdown menu and click "Install" (Fig. 7).
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Figure 7. Installation language selection screen.

c¢) Review the End User License Agreement (EULA), check the "l accept the agreement" box,
and click "Next" (Fig. 8).

ﬁ CryptoPro C5P 5.0.12000 Setup *

License Agreement

Please read the following license agreement carefully,

BHUMATENBHO OZHAKOMLTECE C TMLEEH3WOHHBIM &
COMMALUEHMEM HA UCNONB2OBAHWME M3ENTMA

NALEHZWMOHHOE COTNALLEHWUE

1. McyniwounTeneHele npaea  Ha nporpammy  gna  3BM,
BHAHOWAA OOKYMEHTALMKD B 3MEHTPOHHOM BMie, (fanee - Wapgenwe)
npuHagnexat 000 «KPMNTO-MPO», ganee - Npasoobnagatens.
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Figure 8. Software license agreement acceptance.

d) Enter your User Name and Organization information, then click "Next" (Fig. 9).



ﬁ CryptoPro CSP 5.0.12000 Setup >
Customer Information

Please enter your personal information.

User Mame:

Organization:

Serial Number:

Input serial number from the license agreement.
If serial number is not spedified, three months evaluation version will be installed.

Figure 9. User and organization information screen.

e) Select "Typical" installation type and click "Next" (Fig. 10).

ﬁ CryptoPro C5P 5.0.12000 Setup x

Setup Type
Choose the setup type that best suits your needs,

Flease select a setup type.

(® Typical
3 Typical components will be installed.

O Custom

Choose which program features you want to install and where they
will be installed, Recommended for advanced users.

Figure 10. Installation type selection (Typical recommended).

f) Review the software components (we recommend keeping the default selection) and click
"Next" (Fig. 11).



ﬁ CryptoPro C5P 5.0.12000 Setup *

Custom Setup
Select program features you want to install,

Click on an icon in the list below to change how a feature will be installed.

Feature Description
Mecessary files.

Base files (x64)

Advanced compatibility with Microsoft produ
Keys storage service

RSA/ECDSA suppart

Kernel mode CSP

CryptoPra CSP 3.6 compatibility

<O

X
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X
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- ¥ =| Revocation Provider
£ >
Install to:
C:\Program Files (x86)\Crypto Pro\CSPY Change...
Tips < Back Cancel

Figure 11. Software component selection screen.

g) Select supported smart card readers (we recommend keeping the default selection) and click
"Install" to begin installation (Fig. 12).

ﬁ CryptoPro C5P 5.0.12000 Setup *

The last step before install program
The wizard is ready to begin installation.

Choose needed support libraries (can be configured later):

Register Registry” reader

Register smart card reader
Register removable media reader

[]Do not disable Microsoft Windows telemetry
(] strengthened key usage control

Do not allow Windows interactive services
Click Install to begin the installation.

If you want to review ar change any of your installation settings, didk Back. Click Cancel to
exit the wizard.

< Back Install Cancel

Figure 12. Software component selection screen.

5. Post-Installation Steps:
a) After installation completes, restart your computer when prompted by the installer.
b) After rebooting, locate CryptoPro CSP in your programs:

Windows: Go to Start Menu -» All Programs - CryptoPro - CryptoPro CSP



¢) Launch "CryptoPro CSP" from the program folder to verify successful installation (Fig. 13).

< CryptoPro CSP X

Security Winlogon TLS Settings CSPs
General Hardware Service Advanced Algorithms

. CryptoPro CSP Product version: 5.0.12000 KC1
© Crypto-Pro LLC. All rights reserved.

License
Serial number: 50500 10037ELQF 5SH28KM
Owner: Admin
Organization:
License validity: Expired
License type: Demo
i I Set license... l
First install: 7/4/2024
Language

Select language to display CSP windows <System Default> v
for your user account:

Select language to display CSP windows English )
for users who did not set language
(system default):

Technical Support oK | | Cancel | Apply

Figure 13. Main CryptoPro CSP control panel interface.



