Instructions for Configuring Yandex Browser on Windows and Installing the Root Certificate
for the Certification Authority Interface of THE SAINT PETERSBURG INTERNATIONAL
MERCANTILE EXCHANGE

Install Yandex Browser: Download and install the latest version of Yandex Browser from the
official website: https://browseryandex.com (Fig. 1)
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Figure 1 - Yandex.com download page.

Go to Yandex Browser Settings, using the keyboard shortcut Alt+F, or by clicking the "Yandex
Browser Settings" button (three horizontal lines) in the upper right corner of the browser
window. Click on the "Extensions" item (Fig. 2).
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Figure 2 - Browser menu with 'Settings' and 'Extensions’.


https://browser.yandex.com/

3. Gotothe "Opera Addons" subsection, enable the "CryptoPro Extension for CAdES Browser
Plug-in" by turning the toggle switch to the "ON" position (Fig. 3).
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Figure 2 - Extensions page with the CryptoPro plugin toggle set to ON.

4. Download the file containing the root certificates of the Certification Authority (By default, the
file will be saved in the "Downloads" folder).

5. Toinstall the downloaded root certificates of the Certification Authority, open the browser and
click the "Yandex Browser Settings" button. In the menu that opens, select "Settings" (Fig. 4).
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Figure 3 - Browser menu with 'Settings'.



http://ca.spimex.com/aia/root.p7b

6. In the "System" subsection, within the "Network" module, select the "Manage certificates"

block (Fig. 5).
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Figure 5 - Manage certificates button.

7. Proceed to install the root certificates of the Certification Authority. In the window that opens,

go to the "Trusted Root Certification Authorities" tab and click the "Import..." button (Fig. 6).
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Figure 6 - Certificates window with the correct tab and 'Import' button.

IMPORTANT: Before clicking the "Import..." button, ensure you have switched to the "Trusted
Root Certification Authorities" tab.



8. In the "Certificate Import Wizard" window that appears, click the "Browse..." button (Fig. 7).
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Figure 7 - Certificate Import Wizard screen with '‘Browse' button.

9. Select the file format "All files (.)". Then navigate to the folder where the file with the

Certification Authority's root certificates is saved, select the file, and click the "Open" button
(Figure 8), then click the "Next" button (Fig. 8).
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Figure 8 - File open dialog with 'All files' selected and the correct certificate file chosen.



10. Ensure the option "Place all certificates in the following store" is selected and that the certificate store
"Trusted Root Certification Authorities" is specified (Fig. 9). Click the "Next" button, then click the
"Finish" button (Fig. 10). A confirmation message about successful import should appear. The

configuration is complete.
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Figure 9 - Certificate Store selection screen with correct store.
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Figure 10 - Final wizard screen with 'Finish' button.



