Instructions for Generating a Certificate Request THE SAINT PETERSBURG INTERNATIONAL
MERCANTILE EXCHANGE Certification Authority for New Users

1. Using Yandex Browser, go to the Certification Authority page and click "Log in to Personal
Account" (Fig.1).
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Figure 1 - Certification Authority page.

2. Log in to the Certification Authority's Personal Account using the username and password
assigned during registration (Fig.2).
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Figure 2 - User authentication interface.

3. Navigate to the "Certificates" tab - Select "Valid" - Click "Create" (Fig. 3).
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Figure 3 - Certificate management interface with creation option.

4, If the "Internet Access Confirmation" dialog appears, click "Yes" (Fig. 4).
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Figure 4 - Network connection confirmation dialog.

5. Review certificate request parameters (template, validity period, key usage) and click "Create"
(Fig. 5).
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Figure 5 - Certificate request configuration summary.




6.  Select storage for your electronic signature key:
a) Registry (computer storage)
b) USB flash drive
c) Hardware token

Security Notice: Registry storage is insecure due to risk of loss/compromise. Confirm only if you
accept these risks.

Verify selected device - Click "OK" (Fig. 6).
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Figure 6 - Key storage options.

7.  Generate cryptographic entropy: Press random keys or move mouse continuously until key

generation completes (Fig. 7).
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Figure 7 - Entropy collection interface.

8.  Set and memorize container password (e.g., 1234567890). Confirm password (Fig. 8).
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Figure 8 - Private key container password dialog.

9. Click "Print" (Fig. 9) = Electronic Signature Key Creation Application generates with request

parameters and unique Request ID (Fig. 10).
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Figure 9 - Application generation button.

10. Finalize request:
a) Print the application
b) Add required handwritten signatures and stamps
c) Submit the completed application to the Exchange (Fig. 10)
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Figure 10 - Request document with parameters and ID.




