Instructions for Installing a Certificate via the CryptoPro CSP Interface.

1. Click the "Windows Start button".

2.  Select the "Control Panel" in Start menu.

3.  Select the "CryptoPro CSP" program.

4. Inthe window that appears, select the "Service" tab.

5.  Click the "Install my certificate..." button (Fig. 1).
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Figure 1 — “Service” tab with the “Install my certificate...” button.

6. Click the "Browse..." button and select the path to the saved certificate file you downloaded
from the Certification Authority's personal account or received in a ZIP archive via email (Fig. 2).



< Private certificate installation wizard >

Certificate file location
Type or choose installing cerificate file location r@

Certificate file name:
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Cerificate file format can be one of the following:

Certficate file - X.5059 (CER,.CRT)

Message in PKICS #7 standard (PYE, P7M, DER)
Microsoft seralized certfficate store ((55T)

Baseb4 encoded cedificate ((B&4, . TXT)

Personal information exchange file PKCS #12 ((PFX. P12}

Mote:

Mare than ane certfficate can be stored in a single file in the some
formats.
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Figure 2 - Certificate Import Wizard “Select Certificate File” screen with “Browse” button and file

selection.

7.  Click the "Next" button.
8.  Verify the information about the certificate to be installed and click the "Next" button (Fig.3).
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Certficate: |Testmr John |
Subject: |C=CN. 01D.1.2.840.113549.1.9.2=111333599, E=test@gmail.com, MHH=‘3‘*.|
lzsuer: |I-"IHH=?EAH}33‘:'I'?3JD. C=RU, O="AD ""CNEMTCE"", CN=¥L CNEMTCE |
Valid fram: |Wednesda'_.'. January 28, 2026 10:27:22 AM |
Valid to: [Thursday, January 28, 2027 10:37:22 AM |
Serial number: |1]4FB SEVD 00ED B3D5 A144 2428 00F6 CSE3 29 |
Properties...
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Figure 3 - Certificate information with “Next” button.

9. Tick the checkbox "Find container automatically". After the search for a suitable container is
complete, click the "Next" button (Fig. 4).
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Type or choose private key container, comesponded to selected cerificate ﬁg
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Key container name:
| WHAREGISTRY\NEREZIDENT_TEST - Copy - Copy Browse..

This name specifies key container for:

(@) User

() Computer

Choose CSP for key containers search:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider
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Figure 4 - Container selection screen with 'Next' button.

10. Enter the container password specified during the certificate request creation and click the
“OK” button (Fig.5).
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Figure 5 - Screen prompting for container password.

11. Tick the checkbox "Install the certificate into the container"” and click the "Next" button (Fig.
6).
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Figure 6 - Certificate Store selection screen with “Personal” store selected and “Install certificate into the
container”.

12. Click the "Finish" button. Certificate installation is complete.

< Private certificate installation wizard *

Completing the private certificate
Ig installation wizard

You have specified the following settings:

Get certfficate A

from file C:AUsers'\AdminDesktop'test_cert.c
Certfficate properties
cerfficate name Testov John

subject C=CN, 0I0.1.2.840.113545.1.5.2=11

issuer MHH=7840389730, C=RU, O="20 "

walid from Wednesday, January 28, 2026 10:27

valid to Thursday, January 28, 2027 103720 »
£ >

Make sure you specify the comect parameters and click Finish to

perform installation.
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Certificate has been installed to the "Personal” store of the
current user,



